
 

 

 

Disaster Recovery for Voice Communications in a Mobile World 

 1 

Introduction 

Today’s workforce is increasingly mobile, and employees are no longer 
required to sit at a desk to accomplish their business objectives.  Mobile 
communications allow workers to conduct business in a car, at a restaurant, 
in an airport, or on vacation—wherever they can talk, they can work.   

When a disaster causes disruption to primary business operations systems 
(computers, Internet, telephone service, power grids, etc.), maintaining 
mobile voice communications is critical to ensuring business continuity while 
assessment, repair, and recovery operations are underway. Natural disasters 
such as hurricanes and earthquakes, as well as disruptions caused by 
human error or planned outages, can easily bring business to a halt. An 
organization’s success in surviving a disaster depends on its ability to 
maintain contact with employees, customers, vendors, partners, and others 
involved in regular business operations.   

The Importance of Protecting Voice 
Communications Systems 

Because no disaster recovery plan can anticipate exactly what type of 
disaster might occur in advance, many business continuity plans are 
essentially generic strategies designed primarily to protect data and 
hardware.  But when a disruption occurs — even a planned outage — one of 
the most important business assets to protect in order to maintain 
organizational continuity is voice communications.  

In the aftermath of a disaster, accessing employees may be difficult or 
impossible.  Key decision makers may not be able to communicate to 
orchestrate recovery strategies. Voice mail capabilities may be halted, calls 
may be missed, and message recording capabilities may become 
unavailable.  Business continuity may be disrupted if customers and 
suppliers cannot be informed of an outage in communications. Whether the 
disruption is caused by a hurricane or just a tree falling on a power line, one 
key aspect of timely and efficient recovery is maintaining voice 
communications.  
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Beyond Traditional Voice Continuity Solutions 

Some organizations may choose to purchase a backup private branch 
exchange (PBX) as part of a comprehensive disaster recovery plan.  
However, a secondary PBX is usually costly to implement and the business 
would realize no return on investment (ROI) if a disruption in service never 
occurred.  Contracting with a subscription service to redirect incoming calls 
during an outage can also be a costly solution and provides continuity only 
for voice calls that are answered; voice mails and messaging would not be 
protected.    

Necessary Elements of a Disaster Recovery Plan for Voice 
Continuity  

A comprehensive disaster recovery plan for an organization should include 
considerations for maintaining continuity of all voice communications.  During 
an unplanned outage of the corporate PBX, key personnel need to be able to 
locate employees, ensure their safety, quickly assess damage, and begin 
recovery. Voice continuity should provide the ability to poll employees to gather 
information such as their location and their condition, and maintain 
communications to issue notifications and information to groups of employees 
simultaneously, in real time.  A comprehensive solution for disaster recovery 
should be coupled with voice mobility to ensure that employees can be 
reached whether they are in transit, at home, or in their offices.  

Redundant systems installed remotely help simplify recovery from an outage 
by ensuring that no contact information is lost due to a PBX disruption. A 
disaster recovery solution that provides the ability to contact customers and 
suppliers to notify them of the situation maintains business continuity and 
stability seamlessly by ensuring little or no down time.  Maintaining continuity 
of customer contact lessens the financial impact of an outage. Company 
representatives can dispense essential information accurately and promptly 
so that the disruption does not affect productivity and customer care levels.   
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The Ascendent Solution for Disaster Recovery 

The Ascendent Voice Mobility Suite enables organizations to accelerate the 
speed at which they communicate and respond to employees, customers, 
vendors, partners, and other enterprise contributors when a disruption 
interrupts business systems.  Ascendent Continuity, an off-site redundant 
Ascendent Voice Mobility Suite server, empowers employees to maintain 
effective and timely communications despite any systems outage or disaster 
situation. Professionals can maintain “business as usual” communications 
regardless of their location due to the automatic, transparent transfer of voice 
services for any type of communications device to an off-site Ascendent 
Continuity server in a safe location.  

The Ascendent solution provides effortless coverage for business personnel 
during a disaster or disruption to primary systems, because employees can 
use multiple communications devices associated with a single telephone 
number. Ascendent Continuity leverages the robust notification and polling 
services of the Ascendent Voice Mobility Suite, which is designed to contact 
mass groups of people in real time to provide instructions, issue alerts, or poll 
users about their location, status, or other disaster-related information.  

The open architecture of Ascendent Continuity allows for seamless 
integration into existing or legacy voice communications infrastructures such 
as PBX desk sets, voice over IP (VoIP), Wi-Fi®, and cellular communications 
devices.  Employees can select the most appropriate communication 
technology and device they need in order to maintain business effectiveness 
in a disaster situation.  
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Replication Protects Data with Real-Time Mirroring 

 

 
Figure 1: Ascendent Continuity Infrastructure 

The Ascendent solution provides system integrity for voice communications 
through an off-site Ascendent Continuity server that maintains real-time 
redundancy for seamless, instantaneous redirection of incoming calls (see 
Figure 1).   
 
The Ascendent Continuity server is networked to the primary server via a 
data connection that allows the primary server database to be replicated to 
the continuity server either in real time or in a batch process at 
predetermined time intervals.  The choice of using real-time mirroring or a 
batch process depends upon the available bandwidth between the primary 
and remote sites and the frequency of changes in data. 

When a disaster strikes or a planned outage begins, Ascendent Continuity 
maintains system integrity including voice services, voice mails, call control, 
and user ID profiles.  Businesses can employ disaster recovery 
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communications policies to control user access and privileges and to issue 
priority access to key personnel. 

Redirection Technology Drives the Ascendent Solution 

During an outage of the PBX, Ascendent Continuity provides seamless 
recovery of PBX and voicemail services by transparently redirecting incoming 
calls.  When a system outage disrupts PBX service, the carrier redirects 
incoming calls to the off-site Ascendent Continuity server, dropping the 
original dialed numbers and replacing them with the redirect number. The 
type of redirection selected depends upon the solution that best fits 
enterprise needs. Ascendent supports three redirect methods that most 
telephone company (telco) providers offer: carrier redirect, self-redirect, and 
automatic failover.  The trade-off in selecting the most appropriate method is 
functionality versus cost. 

Using the most cost-effective redirect solution the customer places a call to 
the telco notifying them that their inbound lines are down and that incoming 
calls should be redirected to another site.  The customer provides account 
information and the telephone numbers that are affected, and the carrier 
implements a redirect order for incoming calls.   

Alternatively, a customer can use a prearranged self-redirect system set up 
through the telco carrier to redirect the number in their profile “at will” to a 
predetermined number.  When a PSTN outage occurs, the customer dials a 
toll-free number, provides authentication information, and then redirects the 
telephone number in their profile to the predetermined telephone number.  

In the third type of redirect, the telco implements an automatic failover 
system on the inbound primary rate interface (PRI) trunks, which are usually 
direct inward dialing (DID) lines.  A DID allows the last three or four digits of a 
telephone number to be transmitted to the destination exchange in the event 
that the primary PBX is not functioning.  The telco configures the failover 
system in advance with a redirect field based on an alarm condition of the 
PRI to send all calls to a predetermined telephone number within just a few 
seconds.  An automatic failover system is the most costly type of redirect 
service to implement and service charges vary among carriers. 

Selecting a Level of Integration 

After setting up a method for redirecting calls, the customer should determine 
whether the Ascendent solution should use an integrated, non-integrated, or 
mixed integration environment for operation of the continuity server. 
Ascendent Continuity supports all three environments; the integration 
decision depends on the needs of the enterprise.   
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An Integrated Environment 

Establishing an integrated environment requires installation of a block of 
DIDs for DID mapping. When the carrier redirects incoming calls to the off-
site Ascendent Continuity server, the original dialed number is lost and not 
available to the continuity server.  To alleviate this problem, Ascendent 
Continuity uses DID mapping to integrate the redirected number to the called 
party’s profile stored on the continuity server.  As a result, the redirect is 
transparent to the calling party, and all of the called party’s active remote 
devices continue to ring.  

For example, if a caller dials 919-903-4585 and the primary site is not 
available, the carrier will redirect the call to the Ascendent continuity server at 
the remote site, where the called party’s DID (the original telephone number) 
is mapped to 919-930-9673.  The telephone number dialed originally is 
dropped and replaced by the DID number specified in the called party’s 
profile, and the called party’s remote devices ring without any additional input 
by the calling party. The caller experiences an integrated solution because 
the immediate redirection of the call is transparent and seamless.  

 

Figure 2: Automatic Redirection with DID Mapping 
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A Non-Integrated Environment 

In a non-integrated environment, DID mapping is not established for each 
individual user’s telephone number.  When the carrier redirects incoming 
calls to the remote continuity server, all calls are redirected to a single 
telephone number associated with the PRIs at the continuity site. Because all 
incoming calls are directed to the same telephone number, callers hear a 
message such as, “We are experiencing technical difficulties; please re-enter 
the last four digits of the person you are trying to reach.” When the calling 
party enters those four digits, all of the called party’s active remote devices 
ring. 

 
 

 

Figure 3: Automatic Redirection without DID Mapping 

A Mixed Integration Environment 

An enterprise need not integrate all users with DID mapping on the continuity 
server in order to be supported by the Ascendent Continuity server.  Large 
companies may choose to integrate only the executive body and key 
personnel of the company to provide “peer to peer” connectivity during a 
disaster, while the general company body remains non-integrated.  The 
Ascendent solution supports a mixed integration environment.  
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Maintaining Voice Mail Continuity 

When telephone services are disrupted and the enterprise PBX is 
unavailable, traditional voice mail capabilities are disabled. However, the 
Ascendent solution provides a continuity voice mail system in a disaster 
scenario that allows callers to leave a message when a called party does not 
answer.  When an incoming call is redirected to the remote site, the 
continuity server initiates a call to the called party’s remote device(s).  If the 
call is not answered, the continuity server stops the SIM ring and allows the 
caller to leave a voice message for the called party.  The continuity server 
then converts the message to a .wav file and sends the file to the email 
address specified in the called party’s profile.   

Conclusion 

When primary business operation services are disrupted, maintaining voice 
communication is essential to ensuring timely, efficient recovery.  The 
Ascendent Voice Mobility Suite simplifies communication by providing users 
with a single telephone number where they can be reached, regardless of 
their location or the communications device they are using.  Ascendent 
Continuity maintains the effectiveness of the Ascendent Voice Mobility Suite 
by ensuring that no matter what disaster or event occurs to disrupt primary 
services, mobile communications—and business operations—can continue 
uninterrupted.  

About Ascendent Systems 

Ascendent Systems, a subsidiary of Research In Motion (Nasdaq: RIMM; 
TSX: RIM), is the premier provider of enterprise voice mobility solutions that 
allow companies to be more responsive to customers and crisis by giving 
them the power to reach anyone, anywhere, immediately. Partnered with 
major mobile carrier and infrastructure providers, Ascendent has solutions 
deployed in Fortune 500 corporations across many industry verticals 
including manufacturing, finance, healthcare, government, hospitality, and 
education. For more information: http://www.ascendentsystems.com
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